CHHATTISGARH STATE JUDICIAL ACADEMY, BILASPUR,
MEMORANDUM

No..|g)../CSJA/Training-Cyber Crime/2022 Bilaspur, dated ;¢-.03.2022

To,

The District & Sessions Judge,
Ambikarpur/Raigarh/Kawardha/Raipur.

Sub: Regarding training of Judicial Officers on various topics related 10

Ref:

cybercrime and cyber forensics by 14C, MHA.

E-mail dated 17" March, 2022 sent by S. Anand Babu, ACT, 14C, indian Cyber
Crime Coordination Centre, CIS Division, Ministry of Home Alfairs annexing
therewith circular dated 15" March, 2022 as well as C5iA  Memo
No.77/CSJA/Training-Cyber Crime/2022, Bilaspur dated 24/02/2022.

XXXX XXXX

in continuation of previous Memo No. 77/CSIATraining-Cyber Crime/202. dated

14/02/2022, it is o inform vou that a five-day residential training program on various

topics related o cybercrime and cyber forensics at two different Institutes has heen

approved by MHA, Government of India for Judicial Officers in States/Uts.

The details of the training programs are mentioned below:

S.No Name of the Course/Session/Topic Proposed  Duration Nominated Judicial

f

Institute tlates of ol the Officer
training Course

Sardar  Vallabh Cyber Security 23/052022 Sdavs  Shri R.B. Ghure,
Bhai Patel Investigation  Courst 10 District & Sessions
National Police for Judicial Officers  27/05/20.22 Judge, Ambikarpru.
Academy,
Hyderabad
Indian Institute Capacity Building 18/04/2022 5days  Shri © Pankaj
of Public Programme for 10 Sharma, Additional
Administration, Judicial Officers  of 22/04/2022 Judge to the Court
New Delhi India on  “Cyber ol Addiional

Security and Digital District & Sessions

Forensic Investigation Judge Kawardha.




IUis lurther to inform you that Shri Harish Kumar Awasthi, Additional District &
Sessions Judge, Sarangarh and Shri Ajay Singh Rajput, 1V Additonal District and
Sessions Judge, Raipur have been nominated in Reserve Slot for training programme
during the period 23" to 27" May, 2022 at Sardar Vallabh Bhai Patel National Police
Academy, Hyderabad.

Accordingly, you are requested (o inform the nominated Judicial Officers about the
training schedule. Cupy of the PUD alongwith one-page write-up of the course contents

(Annexure-1) and list of nominated and reserved participants (Annexure-11) are also

forwarded for their turther clarification.
Encl.: As above. (Sushmam

Director
Endt. No..l.‘?.a‘l'../CSJA/’I‘raining-Cyber Crime/2022 Bilaspur, dated 257303.2022

1. S.0. to Registrar General, High Court of CG, Bilaspur with reference to
previous memo No. 77/CSJAfTraining-Cyber Crime/2022 dated 24/02/2022  for
information only.

2 CPC for directing the in-charge, NIC for uploading the memo on the official website
ofl CSJA.

3. The Deputy Secretary, Government of India, Ministry of Home Affairs. Indian
Cyber Crime Coordination Centre, CIS Division, New Delhi,

4, Shri R.B. Ghore, District & Sessions Judge, Ambikapur;

5. Shri Harish Kumar Awasthi, Additionai District & Sessions Judge, Sarangarh, District
Raigarh;

6. Shri Pankaj Sharma, Additional Judge to the Court of Additional District & Sessions
Judge, Kawardha:

7. Shri Ajay Singh Rajput, IV Additional District Sessions Judge, Raipur

for information with a request (o attend the trainings on various topics related to Cybercrime
and Forensics scheduled during the period 18/04/2022 to 22/04/2022 at Indian Institute of
Public Administration, New Delhi and 23/05/2022 o 27/05/2022 a1 Sardar Vallabhbhai

Patel National Police Academy, Hyderabad. They are also requested-to apt_ﬁhﬁw

coencerned Institutions for further clari ication.
(Sushma Sa 'antf
& Director
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- 17-3-22

M Gmall CSJA Bilaspur <csjabilaspurgyiiemeem.—
Fwd: Training of Judicial Officer at SVPNPA and IIPA

1 message

Registrar General High Court of Chhattisgarh <rg.cghc@indiancourts nic in> Thu, Mar 17, 2022 at 1.19 PM

To: Csja Bilaspur <csjabilaspur@gmail.com>

From: "Sh. S. Anand Babu" <sanandbabu@crpi.gov.in>

To: "Ashish Garg” <rg.althc@ndiancourts.nic.in>, "REGISTRAR GENERAL" <reggenaphc@nicin> "Regqislrar
General” <rg.bomhc@indiancourts. nic.in>, "Registrar General” <rg calnc@@maiancourts. nic.in>, "Regisirar Genera
High Court of Chhaltlisgarh” <rg.cghc@indiancourts.mican>, "Registrar Generat Delhi High Court"
<rg.delhc@indiancourts.nic.in>, “Registrar General Gauhati High Court Guwahati”
<rg.gauhc@indiancourts.nic.in>, "Registrar General High Court of Gujarat” <ig qujhc@indiancourts nic in>
“Virender Singh” <rg.hphc@indiancouns.nic.in>, "Registrar General High Court of Jharkhand™
<rg.jhrhc@indiancourts.nic.in>, “Registrar General High Court of Jammu and Kashmir®
<rg.jkhc@indiancourts.nic.in>, "Registrar General High Courl of Karnalaka" <rg karhc@indiancourts nic in>,
"Registrar General High Court of Kerala” <rg.kernc@indiancourts.nic in>, "Regisirar General Madras High Court”
<rg. mdrhc@indiancourts.nic.in>, "Registrar General High Court of Meghalaya” <rg.mglhc@indiancourts nic.in>,
"Golmei Gaiphulshillu® <rg.mnphc@indiancourts.nic.in>, “Registrar General High Court of Madhya Pradesh”
<rg.mphc@indiancourts.nic.in>, "Mr, Chittaranjan Dash” <rg.orihc@indiancourts nic :n>, “Registrar General High
Court of Judicature at Patna” <rg.pathc@indiancouns.nic in>, "Registrar Ganeral PHHC"
<rg.phhc@indiancourts.nic.in>, “Nirmal Singh Meratwal® <rg raphc@mndiancourts.nic.in>, "Registrar General High
Court of Sikkim" <rg sikhc@inciancourts.nic.in>, "Registrar General High Ccurt of Uttarakhand”
<rg.ukhc@indiancourts.nic in>, "Data Mohan Jamatia™ <rg trphe@indiancourts nic in>, “Registrar General
Telangana” <reg gen-ishc@ai.gov.in>

Cc: "Deepak Virmani* <deepak virmani@gov in>, "DEEPAK KUMAR" «dazpakkumar?-459@cipf govin>, "R,
Arulmozhiselv” <hr-ecomnutico@an.aowine. vamsiknshnzGsvoe Senior Course incharge”
<semorcourse@ svpnpa.gov > “¢r pandeysurabiv” <drg . ritk I VA NN et D CO

Sent: Thursday, March 17, 2022 125549 PM
Subfject: Fraining of Judicial Officer at SVPNPA and IIPA

Respecled SirfMam,
Please find attached the doc regarding training cf Judicial Officers at SY2NPA and [IPA. The doc includes the
Circutar, One-page write-up of the course contents (Annexure |) and List of 1ominated and reserved participants
{Annexure I1). It is kindly requesled to inform and depute the concerned Judicial Officers for the above said
training program.

Thanks o Regards

5. Anand Babu

AC, I4C

Indian Cybercrime Coonfination Centre, .
CIS Division, Ministry Of Home Affairs -
+91637032931983




Al A A RN NIy A RLV]T- )
Minisiry of Home Affairg
Indian Cyber Crima Coordination Centre (14C)

CIS Division
5" Floor, NDCC =1l Building,
Jai Singh Marg, New Delhi -110001,
Dated the 15" March, 2022,

CIRCULAR

Sub: Reg. Training to Judicial Officers on various topics related to cybercrime and
cyber forensics by 14C, MHA

As you are aware, Indian Cyber Crime Coordination Cenlre is one of the schemes
under Ministry of Home Affairs, Government of India for prevention of cybercrimes
through various stakeholders in a coordinated manner, In one of the verticals of 14C ie.
National Cybercrime Ecosystem Management Unit, it is enjoined {o creale an ecosystem
for prevention of cybercrimes. Accordingly, a five-day residential training program on
various topics related to cybercrimes and cyber forensics at two different Inslilules has
been approved by MHA, Government of India for Judicial Officers in States/UTs.

2 The details of the courses and Institutes are mentioned below for your kind ready
reference:
S. 'Name of the | Course/Session/Topic Proposed Duration of the
No | Institute Dales of | Course

! Training
| 1 | Sardar Cyber Security | 23.05.2022 to | 5 days
, Vailabhbhai Investigation Course for | 27.05.2022

Patel Natlonal | Judicial Officers
| Police Academy

| (SVPNPA),
| Hyderabad

| Telangana

'2. ilndian Institute | Capacity Building | 18.04.2022 to | 5 days
of Public | Programme for Judicial | 22.04.2022

' Administration Officers of India on “Cyber

(IPA), New Deihi | Security and  Digital

3. A one-page write up for the above said two courses is attached as Annexure- !
for your kind perusal.

4 It is informed that no fees for the training program will be charged from the
participants. The fees to Institutes will be paid by |4C, MHA. Further, it is informed
that the participants will be provided with accommodatian (single occupancy basis),
meals/ lea/snacks, etc, However, it is further informed that TA/DA of Judicial Officers will
be borne by the respective Departmenls, as per existing rules from where the Judicial
Officers are withdrawing their salaries,



RAlYAUID "

Sardar Vallabhbhai Pate! National Police Acadamv (SYPNPA),
Hyderabad.

Bay 1

+ Introduction to the course
« Overview and major incidents of cybercrime and threals
« Basics of Computer, Storage and Networks
« SoP of Handling Digital Evidences (PC, Laplop, CCTV. Disk, Storage unit)
Day 2
« Imaging/Cloning, Hashing and importance of Wrlie Blocker
« Digital Crime Scene Management and common mistakes (Hands-on)
« Social Media and fake news investigaton (Hands-on)
Day 3
« SoP of handling mobile devices and acquisition of evidences
» Modus Operandi and current trends In digital payment frauds
« Fake websiles and e-mail Investigations
Day 4
« introduction to Dark Web and Investigation {Hands-on)
+ Investigation of Crypto Currency related offences
« Cyber Security praclices and safeguarding digital devices
Day §
«" Introduction to OSINT (hands-on)
« Cyber Laws, Admissibllity of electronic evidence and ernergling challenges
+ Intermediary guidefines and digital media ethics code

« Course feedback



Indian Institute of Public Administration (liF/;. ew De'hi.

Cyber Security strives to ensura the attainment and mair‘=nznce of the secunty
properties of the organization and users' assets against relavant security risks in the
Cyber environment. The general security objectives comprise the fallowing:-

- Availability
- Integrity, which may include authenticity and non-recudiation
- Confidentiality

Why Cyber security is critical for Judicial Officers?

Criminal justice agents, such as Law Enforcement Officers, Prosecutors, Judges are
responsible for the prevention, mitigation, detection, investigahon, prosecution and
adjudication of cybercrime. Judiciary is enjoined to hava a clzar understanding of
cybersecunty and the related cybercrimes.

Judicial trating in cybarerime and electronic evidence i1s 2 mullidisciplinary and
practical type of training, essentially intended for the ranzm.ssion of orofessional
tlzchniques and vatues romplementary to legal education

Learning outcomes of the programme

» To understand the fundamentals of cyber safety, current scznario, sacurily goals,
nature and composition of cyber space and its misuse for commilling technological
crimes and cybercrime prevention techniques.

*+ Toensure network security and develop understanding ur actual infrastructure and
manpower requirement. ;

+ To understand cyber offence dealt with under The Information Technology Act,
2000.

* Tounderstand the legal implications of the cybar space, ‘

* To discuss the latesl cybercrime cases, case law, forensic lools and investigation
procedure.

* Role of Al ang Blockchain Technology in reducing pendency

* Financial fraud investigations, case discussions.

* Toensure the safety of eritical infrastructure and National security

* Information security governance and risk assessment

 To identify the Nationz! and International threats and challennes in cyber domain
and international cocperation relating to cyber space

* To understand newly emerging security threats,



S. |High Court Name of the Master Designation
No.| trainer {Judiciai DJ/CJSDiC)ID
: L_I o officer)

Sardar Vailabhbhai Patel Nationa) Police Academ Y (SVPNPa), Hyderabad — 23.05.2022 to 27.05.202
e e —— = T8 NG N Dy e N —_ s 104 ———
1 |Allahabag |Sh. Dinesh Kuma TAdar District & Sessions Aligarh | ]
L. o .. Nagar | Judge e 9
f12 _?E:B Pradesh Sh A Srinivasa Kumar {Special Judge for SPE g Nellore
| ACB cases-cum.ll Agq| i
] ]
—— {DIstrict & Session Judge e 1
3 [Calcutta Sh. Abhranil Neagi _bmgz. Suri, Birbhum : J_.mmud 344819
4 [Chhatlisgarh |Sh Rakesh Bihai  [District & Sessions Judge | Ambikapur aii.gov.in |9425215378
Ghore,
| 5 |Dethi ~[8h Virender Bray ASJ North-East District, *
ﬂ Karkardooma |
Court Dethi
————— Sh Dot onal Chiat 5 g W, Y, £ L T
6 |Guwahalj —Assam |Sh Debashish Additional Chief Judicial Tinsukia, Assam Qmemammmuo__
Kashyap Magistrate { |
e s OSSR i) = e —— _
7 |Gujarat Sh. Hareshkumar Add). District Judge Halol District, __
o ._ o |Himmatia) .w:mwwm._. 3 =i vmansa..m:m_m _ | »
8 [Himachal Pradesh [Sh Pratap Singn Addl. District & Sessions I_m:_a_m 9418157020
Thakur

_ - o Court
J2mmw & Kashmir |sh Tahir Khursheed

Raina

Judge

L e

District & Additiona)
Session Judge

XLi Add!, Chief

Judge, Fast Track Special
(Rape/ POCSO)

Pt. District & mmmm_ww”

Metropolitan Magistrate

i
ANNEXURE -

Emall Address

ail.com |
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_

| 9345779014
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List of Judicial Officers nominated for training

Division

program { SvPnea ]

ANNEXURE - Il

..ﬂ..u.mguam_dm:wm m_.. m....tgn_ District Judge-2 & ASJ Pusad, Yavatmal
14 ‘V_Sm:,_u:q B _mz_ N m,ﬂaaﬂﬁmﬂ_| Mw“mﬁ.:mn!m, mwm_o:m Judge |Churachandpur lexronny@gmail.com 7641032375
| Singh
15 |Meghatuya Sh. B.M Sangma JMFC, Ri Bhoi District, | Ri Bhoi District, 7085587145
| SR __[Nongpo |
16 |On ISh. Sanjib Panda JMFC _
1 |
17 |Patna Sh. Knshna Pratap ~ |ADJ Mujaffarpur vin [9431092920
& | e . 1
18 |Punjab & Haryana {Sh. Amnnder Singh | Faculty Member-cum- |
_ Shergil | Additional District &
] ) | Session Judge
_q 19 Rajasthan Sh. Sunif Ranwha h._:amm_ Motor Accident =
i |Claim Tribunal |
| 20 | iMs. Jwala D. Thapa  |Sr. Civil Judge-cum- 8017332729
m Judicial Magistrate
21 Sh. A. Abdul Khadhar |Pr. District Judge Pudukkoltai ! 5
22 Ms. Rita Lalchand Pr. Junior Civil Judge- wm.xmmmmwaml
[ ) cum-JMFC
123 Sn. Prakash Kumar District & Sessions Judge |Unakoti Diistrict ,
| 24 |Uttarakhand Sh. Laxamn Singh | Chief Judicial Magistrate 9456506069
25 |e Committes, SCI, |Sh. Atul Kurhekar Member (Processes) e- Committee, mp-ecommittee@aij.gov.in :
{District Judge on Supreme Court of |
{ Deputation) ) India, New Delhi |




ANNEXURE - 1

List of Judicial Officers nominated for training program

S. High Court {Name of the Designation Present Email Address Phone
No.| Master trainer |DJICJSDICJID Posting nukber
{Judiciai
{ officer)
Indian Institute of Public Administration (IPA), Now Delhi — 18.04.2022 to 22.04.2022
t |Allahabad |sh. Ramkirpal |ADJ(FTC) Gorakhpur
2 {Andhra Sh.A. Judge, Family Court-cum- | Tirupati, )
| Pradesh Satyanand IV, Addl. District and Chittoor District
Sessions Judge
3 |Calcutta Sh. Mondeep |ACUM, Ranaghat, Nadia 9836880669
Das Gupta
4 (Chhattisgarh|Sh. Pankzi Additional Judge to the Kawardha 9827973320
_. Shzma Court of Addl. Distrct &
! Session Judge
5 1Delhi Sh. Jay Thareja|ADJ South-East
_ District, Saket
i Courts, Delhi
& |Guwahat~ |Sh, Bidyabrata Sub-Divisional Judiciat Karimganj, 8435663665
Assam Acharyya Magistrate Assam
7 1Gujarat Eh. Sanjay 27 Additional District Judge {Anand
' Chnrvakumar
Pandey
8 [Himachal  |Sh Anil Kumar |Sr. Civil Judge-cum-CJiM Bilaspur 9418777717
Pradesh
8 |Jammu & |Sh yp Bouney {Pr. Distnct & Sessions Udhampur 9419111115
Kashmir Judge
10 {Jharkhand  [Sh Swaymbhu |District & Additionaj Session |Dhandbad
Judge-cum-Special Judge
Bl
11 Kamataka [Sh.C.N Addl. Senior Civil Judge Shiarmogga 89242134274




ANNEXURE - i
List of Judicial Officars nominated for training Program { wtn)

ﬁwyﬂfmﬁwfﬁ e 1 |
|

Sh. Yashpal Deputy Director, MPSJA |Jabalpur
_tqmnmns

Singh
13 ‘)msm«mmgﬂmz AM Member, Industrial Court
A _|Bhandarwar
14 |Manipur Sh. A District & Sessions Judge
_ Guneshvrar
Sharma
Tr.l — .....I..I+..|.|.I.
15 Meghalaya Ms. Gabriella S JMFC, West Khasi Hills,

D Sangma 203&0.:

|

| 16 |Orissa !m.lmm:xc:
| Ray
e ————
\ 17

Patna 5h. >m:=.nm: ADJ
Kumar Aﬁ

0 SR Cnmagmw
18 'Punjab & Sh Harshali
Haryana Chowdhary

_umnc_q Kmaum_..nca-
_>nq_=o:m_ Distnct & Session

o . |Judge g 5 2t
19 [Rajasthan _m: Pawan [Judge, Commercial Count . _
N | :Bmwm__masm_ i S i o Ve
wmo Stkium IMs Nm:.«m:n ,c_sZ:aam.Eﬁ-.Ea_n_m_ _om:m“o_, Zamya mm@mam,_ com Hmm.xmoaomw&
_nsanu: Bhutia |idagistrate “ ._
Lo & e ok = 1 LY i —_—— |
21 [Tamil Nady |sh Swamain ruq D_mSQ.__cnum Miruppur
. Natarajan |
| 22 |Telangana [Sh. k. <mux._.m #._. Junior Civil Judge-cum- Gajwel-Medak uwm_._ommam
Maiik JMFC Dist
mcuB:._m:wm
it S et MR T |
4




List of Judicial Officers nomin

ated for training p

rogram [ e

ANNEXURE - ji

[ 23 [Tripure S Hrishikesh [Judge. Family High Court |Khowai
Chakrabortj
24 (Uttarakhand [ Sh. Rohit Joshi Judicial Magistrate-t Rudrapur, 8412082270
District Udham
Singh Nagar
25 (e Sh. A Ramesh Member (Project e- Committee, mpm-ecommittee@aij.gov.in
Committee, |Baby _Sm:mum_.:m:c Supreme Court .
SCI, New (District Judge on of India, New
Delh Deputation) Dethi
26 |e Ms R, Member (Human 2- Committee, :_..mnosawzmm@ma.mos_.: 9150185866
Committee, Aruimozhi Sevi Resources) Supreme Court
SCI, New {District Judge on of India, New
Delhi L Deputation) Delhi




ANNEXURE - ]

List of Judicial Officers mm.mlohm.m*o_. training program
e MRS T e .slllllnlfalisal\lluilﬁ,!‘iil{lltllil;iﬁl[s
, Sargar Valiabhbhal Patel National Police Academy, Hyderabad - 23.05.2022 10 27.05.2022
o oo P e e i i .I,Iiull.!lltllll,tl:l,r.
|s. |High Court T_::c of the %gu_mnmzos
No Judicim Officer _
.-.:.’v._.}.:.i.ii__ﬁ :
1 |Andhra gh | Praveen Il Addl., Juniof Madanpalli, ¥
Pradesh | Kumor Civil Judge  |Chittoor District
] RS e e S e
2 |Calcutta |sh. Soibal putta  |{CIM.
k oyt . ._W_uma_.i L
3 Chhattisgarh gh, Harish Kuma Additional
Awasihi District &
) RN |Sessiondudgd |
4 |Gujaret Sh. Chirag Kishore ,_s: Addiional |Deesa Dist.
A - gmmmﬁlill - District Judge Banaskan
5 |Chhattisgarh 1Sh. Alay Singh v Addh. ﬁnmﬁ:q
_ ﬂmm_v_: District &
| | |Session Judge | _
g |Jammu & sh Naseer Ahmad |pr. District &
Kashimir Dar __mmmw._onm
H L Judge
7 |Madhya Sh. Umesh Rumaf 1t District &
Pradesh Patel Additional
Sessions
Judge
P TR SR o e o
B /ﬂ_mm?.ﬂmﬁ sh. ._mqm3<>z__m6x JMFC, East East Knhasi Hills,
Khasi Hills, shillong
f | - Shillong 4 |

6
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ANNEXURE - 11
List of Judicial Officers Reserved for training program
[ "~ Indian Institute of Public Administration (IfPA), New Delhi — 18.04.2022 to 22.04.2022 T
|_ -1 — -~ — e —_— - — e e — T — .|...-|u-l|-|-ll|||||
iS. |High Court Name of the |Designation ?Bmman Posting | E-mail address Phone
__z.o . |Judicial Officer L % [ ol - z:..:gq.
.1 lAndhra Pradesh |sh. G C Asifa I1Add!. Junior Madanapalii, |
j sazat m..__n.,.m_._ml o Civil Judge Chittoor D.mm__._.n.. ]
2 |calcutta Sh.Mrnat Kanti  CJM. Malda 9800186217
P Mondal _
3 lJammug Sh. Rajinder Saproo '2nd Addt. Dist. & | Jammu 9469233360
| |Kashmir |Sessions Judge ) |
4 [Gujarat ISh. Hetal |10th Additional | Rajkot
_ Manoharrav Pavar __u_.m._._n. Judge
R = S i : — — = 1
| 5 |Madhya Ms. Shilpa Tiwari L___|__ District & Satna .
| Pradesh |Additional _
., . |Sessions Judge - o i
6 [Maharashira Sh. 85 Oza Judge, City Civil |Dindoshi, .
| o Coun Mumbaij
7 |Meghalaya Ms. Nausica M |CJM, South west | Officer on Special
Sangma Garo Hills, Duty, Meghalaya _
Ampati State Legal |
Services _
Authority, i
{ Shiltong. | .




